Monitoring Untrusted Forests

Configuring Certificates

Using a Windows 2008 Stand-alone Certificate Authority
http://technet.microsoft.com/en-us/library/dd362655.aspx

The high-level process to obtain a certificate from a stand-alone certification authority (CA) is as follows:

1.

Download the Trusted Root (CA) certificate to each Management Server \ Gateway (or agent if
Gateway not used)

Import the Trusted Root (CA) certificate to each Management Server \ Gateway (or agent if Gateway
not used)

Create a setup information file to use with the CertReq command-line utility.

Create a request file for each Management Server \ Gateway (or agent if Gateway not used).

Submit a request to the CA using the request file.

Approve the pending certificate request.

Retrieve the certificate from the CA.

Import the certificate into the certificate store for each Management Servers \ Gateway (or agent if
Gateway not used)

Import the certificate into Operations Manager using MOMCertImport for each Management Servers \
Gateway (or agent if Gateway not used)

*** Management Server includes the Root Management Server ***



To download the Trusted Root (CA) certificate to each Management Server \ Gateway \
Agent
1. Log on to the computer where you want to install a certificate

2. Start Internet Explorer, and connect to the computer hosting Certificate Services; for example,
https://<servername>/certsrv.

3. On the Welcome page, click Download a CA Certificate, certificate chain, or CRL.

Microsoft Active Directory Certificate Services — Westside-LDN-SC-VMM-CA,

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon tf
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certifi
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, cerificate chain, or CRL

4. On the Download a CA Certificate, Certificate Chain, or CRL page, click Encoding method, click
Base 64, and then click Download CA certificate chain.

Microsoft Active Directory Certificate Senices — Westside-LDN-SC-VMM-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA cerificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [Westside-l DN-SC-VMM-CA

Encoding method:

& DER

# Base 64
Download CA cerlificate

Download CA cerlificate chain
Download latest base CEL




5. In the File Download dialog box, click Save and save the certificate; for example, Trustedca.p7b.

e Domond x

Do you want to open or save this file?

Mame: certnew.p?b
- Type: PKCS #7 Certificates, 1.32B

From: ldn-sc-wvmm

Dpen Save

¥ Aways ask before opening this type of file

ham your computer. f you do not trust the source, do not open ar

|g| While files from the Intemet can be useful, some files can potentially
N ove this fle, What s the risk ?

6. When the download has finished, close Internet Explorer.



To import the Trusted Root (CA) Certificate

On each Management Server (including the RMS) \ Gateway (or agent if a gateway is not being

used).

[Ey

10.

12.

On the Windows desktop, click Start, and then click Run.

In the Run dialog box, type mmc, and then click OK.

In the Consolel window, click File, and then click Add/Remove Snap-in.

In the Add/Remove Snap-in dialog box, click Add.

In the Add Standalone Snap-in dialog box, click Certificates, and then click Add.

In the Certificates snap-in dialog box, select Computer account, and then click Next.

In the Select Computer dialog box, ensure that Local computer: (the computer this console is
running on) is selected, and then click Finish.

In the Add Standalone Snap-in dialog box, click Close.
In the Add/Remove Snap-in dialog box, click OK.

In the Consolel window, expand Certificates (Local Computer), expand Trusted Root
Certification Authorities, and then click Certificates.

11. Right-click Certificates, select All Tasks, and then click Import. (or on windows 2008, Action,
Import, Certificates).

In the Certificate Import Wizard, click Next.
X

Welcome to the Certificate Import

Wizard
- | This wizard helps you copy certificates, certificate trust
o = ?’b—l lists, and certificate revocation lists from your disk to a
£ :g;? " certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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13. On the File to Import page, click Browse and select the location where you downloaded the CA
certificate file, for example, TrustedCA.p7b, select the file, and then click Open.

Certificate Import Wizard i x|

File to Import
Spedfy the file you want to import,

File name:

C:\Wsers‘administrator . WESTSIDE \Downloads \certnew. p7b Browse. .. I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Cerfificates (.F7E)
Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats

< Back Mext = Cancel

14. On the File to Import page, select Place all certificates in the following store and ensure that
Trusted Root Certification Authorities appears in the Certificate store box, and then click Next.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
% Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse... I

Learn more about certificate stores

< Back MNext = Cancel

15. On the Completing the Certificate Import Wizard page, click Finish.



To create a setup information (.inf) file

On the computer hosting the Operations Manager component for which you are requesting a
certificate, click Start, and then click Run.

In the Run dialog box, type Notepad, and then click OK.

Create a text file containing the following content:

[NewRequest]

Subject="CN=<FQDN of computer you are creating the certificate, for example, the
gateway server or management server.>"

Exportable=TRUE

KeyLength=2048

KeySpec=1

KeyUsage=0xf0

MachineKeySet=TRUE

[EnhancedKeyUsageExtension]

O0ID=1.3.6.1.5.5.7.3.1

O0ID=1.3.6.1.5.5.7.3.2

Save the file with an .inf file name extension, for example, RequestConfig.inf.

Close Notepad.

To create a request file to use with a stand-alone CA

1.

On each computer hosting the Operations Manager component for which you are requesting a
certificate (all management servers \ gateways \ agents that aren’t using a gateway), click Start, and
then click Run.

In the Run dialog box, type cmd, and then click OK.

In the command window, type CertReq —New -f <path>RequestConfig.inf
<path>CertRequest.req, and then press ENTER.

Open the resulting file (for example, CertRequest.req) with Notepad. Copy the contents of this file
onto the clipboard.



To submit a request to a stand-alone CA

1. On each computer hosting the Operations Manager component for which you are requesting a
certificate (all management servers \ gateways \ agents that aren’t using a gateway), start Internet
Explorer, and then connect to the computer hosting Certificate Services (for example,
https://<servername>/certsrv).

2.

On the Microsoft Active Directory Certificate Services Welcome screen, click Request a
certificate.
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3. On the Request a Certificate page, click advanced certificate request.

Request a Certificate

Select the certificate type:
Web Browser Cerlificate
E-Mail Protection Certificate

Or, submit an advanced cerificate request.

On the Advanced Certificate Request page, click Submit a certificate request by using a base-

64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

Advanced Certificabe Request
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5.

On the Submit a Certificate Request or Renewal Request page, in the Saved Request text box,

paste the contents of the CertRequest.req file that you copied in step 4 in the previous procedure, and
then click Submit.

srepd on PRCGE T el el
aemkali

Swewsl A

AUEREUE AR REERT L L ¥ a1 S A l"-lui.“u:.\:l
- D Dy e R B i L K NIRRT B L T, LT P
L [ -SR] W H TN AR o L EUH L POl 1 TTTH 3. | 311
oL HE L AT AT R L T T e R A S gl H L T R I B |
doalixHo bl fdeyy Cldhe ey SR LunE RV AR LE Al !

AT SL ChCeIeT
Ll el Pt I3
b ) e

Lddidenal Atidbupcs:

""’“"'I_l 3
A= Ll_l




To approve the pending certificate request

1. Log on as a certification authority administrator to the computer hosting Active Directory Certificate
Services.

2. On the Windows desktop, click Start, point to Programs, point to Administrative Tools, and then
click Certification Authority.

3.

In Certification Authority, expand the node for your certification authority name, and then click
Pending Requests.

Eﬂ certsry - [Certification Authority (Local)\Westside-LDN-SC-VMM-CA\Pending Requests]

_ ol i
File Acton View Help
&= %= H

& Certification Authority (Local) RequestID | Binary Request | RequestStatus Code | Request Disposition Message | Request Submis
El g Westside-LDN-SC-VMM-CA El2 —BEGINNE...  The operation comple... Taken Under Submission 11/07/200% 14:
| Revoked Certificates
|| Issued Certificates

Bl Fending Requests
| Failed Requests

4. In the results pane, right-click the pending request from the previous procedure, point to All Tasks,
and then click Issue.

5. Click Issued Certificates, and confirm the certificate you just issued is listed.

E‘! certsrv - [Certification Authority (Local)\Westside-LDN-SC-VMM-CA\Issued Certificates]

ol
File Action View Help
o2 o= H

15l Certification Authority (Local) RequestID | Requester Name | Binary Certificate

=] ﬁ Westside L DN-SC-YMM-CA EQE NT AUTHORITY, .. BEGIN CERTL...
| Revoked Certificates

| Issued Certificates
| Pending Requests
[ 7] Failed Requests

| Certificate Template | Serial Number | Certificz
&1b3579f000..,  11/07/2

6. Close Certification Authority.



To retrieve the certificate

1.

5.

Log on to the computer where you want to install a certificate; for example, the gateway server or
management server.

Start Internet Explorer, and connect to the computer hosting Certificate Services (for example,
https://<servername>/certsrv).

On the Microsoft Active Directory Certificate Services Welcome page, click View the status of
a pending certificate request.

Microsoft Active Directory Certificate Services — Westside-l DN-SC-VMM-CA

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a certificate, you ct

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certific
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or cerificate revocation
view the status of a pending request.

For more information about Active Directory Cerfificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending cerificate request
Download a CA certificate, certificate chain, or CRL

On the View the Status of a Pending Certificate Request page, click the certificate you
requested.

Microsoft Active Directory Certificate Senvices — Westside-LDN-SC-VMM-CA

View the Status of a Pending Certificate Request

Select the certificate request you want to view:
Saved-Request Certificate (11 July 2009 14:30:18)

On the Certificate Issued page, select Base 64 encoded, and then click Download certificate.

Microsoft Active Directory Certificate Senvices - Westside-LDN-5C-VMM-CA

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

»1 Download certificate
===4 Download cerificate chain




6. In the File Download - Security Warning dialog box, click Save, and save the certificate; for
example, as certnew.cer.

File Download - Security Warning b x|

Do you want to open or save this file?

Mame: certnew.cer
B Type: Security Certificate, 2, 15KB

From: ldn-sc-vmm

| e | While files from the Intemet can be useful, this file tvpe can
ﬂ potentially ham your computer. f you do not trust the source, do not
= ppen or save this software. What 's the risk?

7. On the Certificate Installed page, after you see the message that Your new certificate has been
successfully installed, close the browser.

8. Close Internet Explorer.

To import the certificate into the certificate store
1. On the computer hosting the Operations Manager component for which you are configuring the
certificate, click Start, and then click Run.

2. In the Run dialog box, type emd, and then click OK.

3. In the command window, type CertReq —Accept <path>certnew.cer, and then press ENTER.



To import the certificate into Operations Manager using MOMCertImport

Make sure you install the agent onto servers that are not using gateways. Then use MOMCertimport

and then restart the agent.

1.

Log on to the computer where you installed the certificate with an account that is a member of the
Administrators group.

On the Windows desktop, click Start, and then click Run.
In the Run dialog box, type emd, and then click OK.

At the command prompt, type <drive_letter>: (where <drive_letter> is the drive where the
Operations Manager 2007 installation media is located), and then press ENTER.

Type cd\SupportTools\i386, and then press ENTER.

[¥Note

On 64-bit computers, type cd\SupportTools\amd64

Type the following:
MOMCertImport /SubjectName <Certificate Subject Name>

Press ENTER.



